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Analyzing...

& Behaviour

& User role

& File usage

& App usage

& File destination

& Time

St )5 (090

Data Classification

Rules

@  This cma classification wil be appied
T tofiles that match ANY of the rules.

IF THE FILE CONTAINS
& Predefined Aigorithms
@  Keyword

& regex

IF THE FILE WAS TRANSFERRED FROM

[ g—
[ Filepath

@ website

IF THE FILE TYPE IS

B i

L]
.
°
°
Role: Account manager
Organization: KRJ National Bank

‘Working hours:

8:28am-4:54pm

Sensitive data activity: - 8 financial documents

- 2 confidential documents

- 0 personal documents

HIGH RISK OPERATIONS

RISK

Transferred payroll xlsx via Whatsapp

Large sensitive data web
upload beyond user's working hours

Transferred GDPR data
via unauthorized USB device
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(File sharing and social media Email Internet \
O owe X @S © 0
Send WeTransfer X Facebook Webmail | POP3 / HTTP FTP | P2pP
Anywhere IMAP | SMTP HTTPS FTPS )
Cloud Connections
OneDrive | Dropbox *

Google Drive | Box | Bluetooth
\SharePoint j
(Microsoft 365 i
Media
Exchange Online .
KSharePoint Online Printers j
(Instant messaging Removable storage Operations )
o H |
O 5 Q | |F D G
L]
USB | Memory cards
Teams Skype  Slack  Zoom Google Meet External drives | Optical discs Copy and Paste Screen capture

Drag and Drop )
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